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Abstract(As the Internet is used for more and more secure transactions, such as shopping, banking, submitting tax returns, etc., several institutions and companies have proposed using the Internet as a medium for remote electronic voting, either as an alternative or replacement for traditional poll site and paper absentee ballot systems. This paper reviews the requirements of such systems, compares the security of such systems to the traditional systems, and proposes several concepts to bring remote electronic voting closer to fruition, addressing issues of secure remote machines and an alternative to the Internet as the communication medium
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1.  INTRODUCTION
As people grow increasingly comfortable using the Internet to conduct secure business, ranging from online banking to shopping to submitting tax returns to renewing license plates and driver’s licenses,  the scope of possible transactions is constantly growing. In the past several years, much interest has been shown in using the Internet to allow secure, reliable government elections, as shown in [4] and [6].  The capability of voting from almost any personal computer (PC) would appeal to many groups of voters: overseas citizens, military personnel, college students attending out-of- state universities, handicapped citizens, senior, citizens, traveling businesspeople, etc. 

Implementing such a voting system imposes many security challenges. Chief among them is that the Internet is not considered by many professionals, nor by many average users, as a suitably secure communication channel [2], [4]. Not only would an insecure channel allow the alteration of votes, but it leaves the election prone to denial of service (DoS) attacks that could prevent many voters from participating.  Adversaries of Internet voting schemes rightfully point out that such a system requires a voter-verifiable audit trail and an overall implementation that does not promote vote buying or coercion, permit ballot modification without detection, allow insider programming attacks, and other threats.
Despite the challenges involved, several attempts at Internet-based or electronic voting systems have emerged over the last several years.  Among them is the Secure Electronic Registration and Voting Experiment (SERVE),  that was intended to count actual votes in 2004 [4]. Pynx is a commercially available family of products involving cryptographic solutions to electronic voting [5].  VoteHere, Inc. provides systems enabled independent validation and verification of electronic elections [8], [9], [10], [11].  EVOX is a system developed at MIT’s Laboratory for Computer Science, later expanded to use multiple administrators to guard against insider attacks [3].  While each of these systems addresses many security concerns, each still requires additional functionality to become a secure remote electronic voting system. In this paper, we briefly review several systems, determine their contributions, and compare such electronic systems with the actual security in traditional election systems. Then, we propose a theoretical secure remote electronic voting system using some of the features from the systems above in addition to our own ideas to further approach the requirements that such a system must meet for safe, reliable wide scale application. 
The remainder of the paper is organized as follows. Section 2 describes the mandatory characteristics of a secure secret voting system. Several cryptographic functions relevant to such systems are covered in Section 3. Section 4 gives a survey of current voting systems and several attempts at electronic versions of such systems. Section 5 details our proposals for expanding the security of remote electronic voting systems. Section 6 concludes the paper.
2.  voting system design
Independent of the type of voting method employed, voting systems strive to achieve the following characteristics [22].

· Completeness

· Soundness

· Privacy

· Unreusability

· Eligibility

· Fairness

· Verifiability

Completeness requires that all valid votes cast are counted and accurate in the final tally.
Soundness prevents malicious individuals from altering the system such that it does not faithfully perform the intended function.

A system’s privacy ensures that the vote cannot be correlated to the individual who cast it, protecting voters from casting ballots against malevolent candidates. Also referred to as anonymity [7], this also stipulates that a voter have no record  of their votes that can de directly correlated to their selections, since such evidence would allow vote buying by a candidate. 
Measures preventing a voter from entering multiple votes yield unreusability. A valid system must allow a voter to submit one single vote, and reliably block further attempts at submitting additional votes.

Eligibility dictates that none of the allowed, approved voters are prevented from voting.
Fairness implies that no external influences affect the voters, such as voting coercion. 

Verifiability prevents the results of the voting to be altered. None of the above measures have any meaning if the parties responsible for reporting the outcome can arbitrarily select the  outcome.
Many potential security risks are reported in [4] against the Secure Electronic Registration and Voting Experiment (SERVE) that hold for many systems in general and are discussed below.
Closed or proprietary systems are vulnerable to programming bugs. Many current viruses are based on code that was improperly implemented, allowing an attacker to disable, corrupt, or take complete control of a system. Further, insiders may introduce programming backdoors, which allow the malevolent programmers to access the program in a method other than legitimately intended. 

To prevent registered voters from participating in an election, a denial of service (DoS) attack may consume all the available resources used in an election.  Local poll sites and the United States postal system are not very susceptible to such attacks, but Internet-based DoS attacks are relatively easy to mount and require less and less technical ability. A DoS attack is one of many that may cause disenfranchisement of a large population [4]. If the DoS attack can prevent a section of voters likely to cast ballots for a certain candidate, it would benefit the opposing candidate. 

Many of the other attacks, if detected, would effectively result in a DoS attack. While inconvenient, a DoS may be handled by procedural measures [11]. For example, the terrorist attack on September 11, 2001 on New York City occurred on an election day. The election was postponed until a later date, but the attack did not result in the incorrect person getting elected.
Other well-known cyber attacks are equally dangerous to a system that utilizes the Internet. In a spoofing attack, the malicious attacker would pretend to be the legitimate Internet site. Voters that use the fake site think they have voted, which keeps them from participating in the real election. In a more dramatic scenario, the fake site could use the information gathered to cast the voters’ ballots as the attacker desired. Spoofing could violate completeness, soundness, privacy, and fairness.
Remote electronic voting is also susceptible to virus attacks. At any time prior to the election, a potential voter may download a virus that lies dormant on the infected computer until the voter begins the voting process. During the election, the virus can perform any number of activities: preventing the ballot from being transmitted while convincing the voter it was properly processed, altering the ballot, transmitting the voter’s selections back to the attacker, etc. Viral attacks, if implemented carefully, may go completely unnoticed and violate virtually every characteristic of a secure system. 
Large scale vote purchasing or vote persuasion could occur in any system which provides the voter confirmation of their selections.  Traditional poll sites are somewhat immune since no record is provided. The absentee ballot system is susceptible, but strict legal penalties regarding mail tampering helps mitigate the risk.  Additionally, the absentee ballot system has so central point of attack, and a large scale attack is very likely to be noticed [4]. An electronic attack raises the risk substantially with automated tools.  An ideal, fair system would allow a participant to confirm that their own vote was received and tallied correctly without permitting another to do so.
Several proposed systems suggest publishing a complete list of received votes and resulting tallies, permitting any voter to verify that their vote was recorded correctly and that all tallies were correct. However, [11] points out that simple verification of published data is of small value. The voter cannot prove how they originally voted and show that the ticket was altered without some receipt. Also, this eliminates the voter’s secrecy. 
3.  Cryptographic Functions
Many of the desired properties described in the preceding section can be attained though cryptographic means. This section will outline some of the function used to implement some of the secure electronic voting systems outlined in the following section and the improved voting system proposed later.

3.1 Hash Functions

A hash function takes arbitrary length data (up to a given limit) and produces a fixed length bit string. A good hash function is easy to compute, but the inverse of the hash should be computationally infeasible. It should also be infeasible to generate a message that has the same hash value as another function.
Hashes are used to speed the process of digital signatures. Hashes are usually easy to compute, while public key encryption is far more time-consuming. Therefore, the two may be combined to yield the benefits of both.  First, a hash value is computed for a message, then the hash is encrypted with a private key. The recipient of the message computes the hash, decrypts the hash value transmitted, and compares the two to verify that the message’s integrity has not been violated.
Recently, several common hash functions have displayed certain weaknesses. In the absence of new hash functions, existing hash functions can be used multiple times for increased security. For example, the Secure hash Algorithm (SHA), may be strengthened by generating two random numbers, k1 and k2, and employing the following function to calculate the hash of message M, where h is the hash output.
h = SHA(k1, SHA(M, k2))

3.2 Digital Signatures

This is the electronic equivalent of a written signature, verifying that the signed information (file, document, ballot, etc.) must have originated from the designated signer. 

A digital signature should be unique, such that no two signatures for a given document are identical. The signature must not be forgeable, else the digital signature schemes insures nothing. It should also be decipherable by anyone, meaning that a signature is useless if no one can confirm who the signer is. 
RSA may be used as a means of digital signature in voting systems, such as in the EVOX system [3]. A given voter, and only that voter, has access to a private key, d. All voters and the election officials have access to the voter’s public key d. Given the modulus n used in generating e and d from well known methods, the voter signs a message by encrypting it with the private key as follows:

C = Md mod n

Anyone with the public key may decrypt the message as shown below.

M = Ce mod n = (Md)e mod n = Mde mod n = M mod n

For the message M to act as a digital signature, M must be known to both parties so that the validating party may determine whether or not the decryption was successful.  Assuming that only given voter knows his own private key, this system meets the requirements.

It should be noted that the above public-key system is also the standard method of encryption for all information in many voting systems. Such systems require that virtually every message maintains authentication and confidentiality, and performing a digital signature of the entire message guarantees both. Such a computationally expensive algorithm is acceptable, not only due to the desirable properties, but because the total amount of information transmitted in most voting systems is minimal.
3.3 Blind Signatures

A blind signature is used when a party needs to generate a digital signature for a document from a trusted source that isn’t allowed to view the document itself.
Consider the following analogy.  Alice wants to send a secret message to Bob. Bob, however, doesn’t trust Alice, but Bob does trust Carl. Alice does not really trust Carl, and therefore she does not want him to see her message to Bob. In real life, Alice could send a message to Bob as follows. 
In private, Alice can write her message on a piece of paper, place a piece of carbon paper on top, and then seal both inside an envelope. She then shows the sealed envelope to Carl. After Alice states this is her message, Carl signs the outside of the envelope, and the carbon paper produces a copy of Carl’s signature on the private message. Alice can then open the envelope in private, remove the message with Carl’s signature, and send it to Bob. Bob now trusts that this message is from Alice because he can see Carl’s signature on it.

There is a similar method of blind signatures in digital terms.  Assume Carl has a public key e, a private key d, and a modulus n. Alice begins by adding a random number k to the message and encrypting it with Carl’s public key as follows.
B = Mke mod n

Alice sends the message to Carl, who signs it with his private key.

S = Bd mod n = (Mke)d mod n = Mdk mod n
Note that without knowing k, Carl can’t decipher the message he’s signing. Carl returns C to Alice, who can then extract his signed copy.
C = (S / k) mod n = Md mod n
Now anyone with Carl’s public key can decrypt Alice’s message.

3.4 Verifiable Mixing
Random mixing allows a voting authority to shuffle a set of ballots and pass them on to a different authority such that the receiving authority cannot reconstruct the original order. This process is used by the administrator which directly receives the votes in a voting system. Ideally, the receiving administrator would have no ability to decipher the ballots. It shuffles them to destroy all timing correlations to protect voter privacy and then passes the shuffled group of ballots to a separate administrator for decryption. 
The key characteristic is that such a shuffle should also be verifiable, meaning that it can be proven that no ballots were altered, added, or deleting from the group during the process without revealing any information about the original list. One such process is described in [8]. This verifiable mixing of ElGamal pairs is employed by the VoteHere system discussed previously.
3.5 Anonymous Channels

To preserve privacy of the voter, an anonymous channel is ideal to prevent the vote system’s administrator from identifying a vote by examining its source. This could allow a malevolent server to accept some ballots and reject others.  Assuming all ballots were received through an anonymous channel, there would be no sure gain in not accepting some ballots. Thus, it is reasonable that all received ballots would be forwarded for processing. Creating an anonymous channel, however, is not always straightforward.

3.6 Blind Commitment

Blind commitment allows a party to select a specific message and keep it private, yet confirm to a second party that the message has been selected and can’t be changed before it is eventually revealed. 
One method of blind commitment uses a hash function and two random keys. Say that Alice generates two keys k1 and k2 to use with committing her message M. She computes the hash as follows
h = H(k1, k2, M)
where her keys and the message are concatenated and H represents any secure one-way hash function. Alice can now send the hash h and one key, k1, to Bob to commit her message M.  Due to the properties of a hash function, Bob cannot generate the message M from the information he possesses, nor can Alice find another message and key that would also generate the same hash h. Therefore, at some future time, Alice may send the message M and k2 to Bob, he can rehash the message and two keys, and Bob can verify that the message just sent was the original by comparing it to the hash on record.

4.  Existing Systems
HAVA, the Help America Vote Act SEC. 305., describes some standards that voting equipment must follow. However, the specific choices on the methods of implementation are left to the discretion of each individual state.  Each poll must provide at least one voting method accessible and usable by disabled persons. There are a variety of voting equipment choices currently available.  Some of those choices include:
· Precinct-Counted Optical Scan (PCOS) 

· Electronic ballot-marking devices (AutoMark by ES&S)

· Ballot Marking Device (BMD) and Ballot templates (tactile)

· Free ballot-printing software by Open Voting Consortium.

· DRE’s with VVPR (voter verified paper record) supplied by AccuPoll, Avante Vote-Trakker, Sequoia VeriVote, Diebold, ES&S Real Time Audit Log IVotronic (shown left, waiting for certification from US Election Commission/National Association of State Election Directors).
One important consideration is the method used to implement the security features discussed in Section 2.   Many of these characteristics are assumed in the standard voting system employed in the United States. We will take the PCOS (Precinct Counted Optical Scan) system employed in several voting districts in central Michigan as an example of a traditional paper ballot voting system.  This section will then describe several other voting systems either implemented or proposed, how they basically operate, and some of their disadvantages and threats.

4.1 Traditional Voting
After an election official confirms the identity of the voter, the voter receives a paper ballot and paper sleeve and moves into a small, private workspace to vote. The voter fills out a paper ballot by filling in circles next to the names of his or her choices. The ballot is carried to the optical scanning machine inside the sleeve, so that no one may determine the individual’s vote. The voter removes the ballot and feeds it into the optical scanner, which records the votes internally. At the end of the voting day, the machine’s tally of votes is often transported to a central district for further processing and tabulations with other districts.

One drawback to the PCOS system is that the voter has no guarantee that the paper ballot is recorded correctly when it is fed into the optical scanner. Since the ballots are stacked internally in the recording machine in the same order in which voters deposit them, it is assumed the ballots are shuffled when they are removed and that no nefarious party monitors the order in which people leave.  The voting officials are entrusted with accurately tracking which eligible voters have voted, including their verification with various forms of identification. And the end of the day when a voter turns on the evening news to see the results, he assumes his vote has been counted in the tally.   Another drawback of a PCOS system, is that it can be configured to report overvotes, in which the voter selects too many candidates for a position, or undervotes, which is not selecting the number of candidates allowed. However, the ballot was only returned for an overvote in the system we looked at.  There is no significant alert of a ballot error, so it is possible the voting patron may unknowingly submit the flawed ballot.  In the final tally, again, the flawed ballot vote does not count, it only adds to the overvote or undervote count.
4.2 Absentee 
The absentee vote (AV) is an extension of the traditional system by which a voter may either mail in or deliver his or her ballot if events prevent a visit to the  poll site during normal voting hours. In Michigan, a voter may register for this process and receive an absentee ballot up to 4:00 PM the day before the election; presumably so that the voter list used to authenticate citizens voting traditionally may be updated to prevent an individual from voting both traditionally and absentee. Michigan requires that a voter have one of the following reasons to vote absentee [23]:

· is 60 years of age or older

· is unable to vote without assistance at the polls

· expects to be absent from his or her city or township of residence for the entire time the polls are open

· is in jail awaiting arraignment or trial

· has been appointed to work as an election inspector in a precinct outside of his or her precinct of residence

· is unable to attend the polls due to his or her religious beliefs.

With the exceptions of overseas, senior, and handicapped voters, a voter must vote in person once before he or she is permitted to vote absentee.

A voter wishing to vote absentee must complete an application at the precinct’s office or submit a request by mail, receive the application, and mail it back to the office. This allows the requesting voter’s signature to be compared to the office’s records. The absentee ballot may be requested beginning the 75th day before the election must be submitted by mail or by person by 8:00 PM on the day of the election. 

To allow authentication and confidentiality with the absentee ballot, the ballot is accompanied by and inner and an outer envelope. The ballot is placed in the inner envelope, which is sealed and presumably unmarked. The inner envelope is then placed in the outer envelope which is signed by the absentee voter.  When received, the voting officials compare the signature on file with that on the return envelope. On election day, officials remove the inner envelopes, shuffle them, and then remove and scan the ballots in the optical scanner.
4.3 Direct Record Electronic
A Direct Recording Electronic (DRE) system collects the votes through a variety of methods such as a touch screen, as shown in Figure 1, but all votes are stored electronically. Under a review and testimony given by Computer Professionals for Social Responsibility (CPSR) to the U.S. Election Assistance Committee (EAC) on May 4, 2004, multiple DRE security flaws are outlined.  With researchers at Johns Hopkins University, Avi Rubin notes a strong issue, namely that there are thousands of lines of untested but trusted code in a DRE, layered upon the same for the underlying operation system, which is difficult if not impossible to certify, verify, or control.  Simply put, the code base of the DRE is so complex, election officials 
Figure 1 DRE Voting Booth

would be unable to detect malicious code.  The CPSR testified to significant security flaws in the DRE’s, allowing a voter, software developer, or even a janitor access to alter or spoof votes.   It is even possible to alter the intentions of many votes, as they key that reads the vote count can be different than the ballot which was presented at voting time.  Therefore, a voter can mark a box for voter 1, but the key is altered to count all voter 1 boxes for voter 2.  It was suggested that the insecurity of the DRE voting systems leave them so vulnerable that it is severe enough to be considered a possible terrorist target (not violent, but perhaps attempting to control the outcome of an election).
DRE systems have been the subject of various reports regarding miscounted or uncounted votes.  Reports of malfunctions occurring on DRE’s during the election are relatively frequent; errors such as software which doesn’t count certain votes, defective systems which have to be diagnosed during the election, and DRE’s not providing proper accessibility to certain disabled voters.  Despite its overall flaws, there are two aspects included in some DRE systems that are worth mentioning, the voter audit, and the voter verified paper trail.  
4.4 VoteHere’s VHTi

VoteHere produces an electronic voting package named VHTi. This is a DRE system whose key characteristic is an end-to-end voter verifiable trail. In other words, every voter can confirm that his or her vote was recorded and tallied correctly in an election. More importantly, should an error be detected, the voter may prove that their ballot was not correctly processed without revealing their selections.
The largest contribution of the VHTi system is the voter audit. This process, described in [17] works roughly as follows.
After the voter uses the DRE to make his or her [image: image1.png]


selections, the DRE confirms the voter’s choices by creating a digital version of a scratch ticket. 
For each question, the scratch ticket has one row of boxes for each candidate. Each row has a large number i of boxes, often i is 1000, numbered 0 through i-1. To encode the voter’s selection, the DRE will place i copies of the same number in the row corresponding to the selected candidate. In each of the other rows, the values 0 to i-1 will be randomly permuted and listed. The idea is that all the values will be hidden except for one value per row, allowing the voter to confirm his or her selection while not providing any information to anyone else.

After the matrix of boxes has been generated for a particular race, it is blinded and committed so the DRE cannot change the value later. The DRE then asks the voter to select a column for each of the candidates that the voter did not select. Once the column is selected, the DRE displays the number hidden beneath. Neither the DRE nor the voter really cares what number is shown in each column at this point, only that they appear random.  Then, the DRE will prove that the remaining row really is the voter’s choice by predicting the value that will be uncovered. Since the entire row contains the same randomly selected number, the DRE states this number, the voter chooses a column, and the number displayed is as predicted. The actual value of the number displayed isn’t important, only that is confirms what the DRE said. 
The DRE may now print a ticket that shows the voter’s selection by printing the column chosen and the number shown. To anyone else, this ticket will display a random number beside each candidate and confer no useful information. Only the voter can make use of this ticket since only the voter using the DRE knew what the predicted value was and to which candidate’s row it applied.  This process allows a voter to confirm his or her choices before officially casting he ballot.
The next step in the audit process is gathering the ballots in the digital ballot box. A server receives all cast ballots, reformats the data (for better visual appearance) and public displays a list of all ballots showing the exposed numbers. In this manner, any voter can confirm that the ballot was safely transported.

 The digital ballot box then removes all identifying information from the ballots, verifiably shuffles them, and then decrypts and tallies the results.  Any attempt by the DRE to cheat would now be detected. If the DRE had encoded the same number under a candidate not intended by the voter, the voter would likely have caught it at the time of voting. The voter would have similarly detected if the DRE had picked no candidate. If the DRE had made a second line all the same number, in addition to the voter’s selection, the DRE would immediately be in question and subject to investigation.   

To avoid correlating the receipts with the publicly printed tallies, the valid ballots have the “voted” rows changed to essentially say “1’, and the non-voted for rows say “0”.  Thus the random number used on the receipt would not show up in the tally information. The results for every ballot are displayed, and any individual can confirm the counts. 
Not only does VoteHere, Inc. provide a good means of voter verification, but they developed a successful verifiable mixing algorithm for the anonymizer, as discussed in the preceding section. It should also be noted that the core VHTi source code is freely available on the VoteHere, Inc. website, allowing public review of the algorithms and the implementation.
4.5 SERVE

The U.S. Department of Defense’s Federal Voting Assistance Program (FVAP) created SERVE to undergo trials in the 2004 primary and general elections [4].  SERVE was an Internet-based voting system that required voters, initially restricted to overseas voters and military personnel, to register for the process in their home districts and then vote on any computer connected to the Internet. The eventual goal of the program was to provide a means for the nearly 6 million military personnel, their dependents, and overseas citizens to participate in U.S. elections. However, analysis Security Peer Review Group deigned the system to susceptible to attacks, and the system was not used.
SERVE was designed to run on computers running a Microsoft Windows operating system along with either Internet Explorer or Netscape Navigator configured to run JavaScript, ActiveX or Java scripting, and accept cookies. The participant voters would connect to a central server that would collect and store the ballots. Later, the server would disseminate the ballot information to the Local Election Officials (LEO) in the voters’ home districts, thus minimizing the amount of hardware required.
SERVE uses public key cryptography to encode its transmitted information. Each voter has their private key, and a database of public keys and voters is maintained by the main server. The server also has a public key belonging to each LEO, and naturally the LEOs all have their own private keys.  When a voter submits a ballot to SERVE’s server, the ballot sent is encrypted with the voter’s private key in addition to the voter’s identification in plaintext. If the voter is not on file as having already voted, the SERVE server detaches the voter’s identification from the message, decrypts the ballot, reencrypts the ballot with the appropriate LEO public key, and stores the ballot for transmission. At any time, the LEO can request an update, at which point the SERVE server scrambles the stored encrypted ballots, sends the packet of ballots, and also sends the list of voters that have submitted ballots. The LEO can then use its own private key to decrypt the ballots and record the voters’ identification to prevent them from voting locally as well.

One of the primary disadvantages of SERVE, and seemingly the main reason it was not used despite the pervasive use of cryptographic concepts in its design, was the conclusion that the Internet itself is far to insecure and susceptible to attack [4]. Until major architectural advances can be made, the Internet is not a suitable medium.
Another disadvantage is that the ballot information is momentarily available in plain text on the SERVE server, allowing a malevolent insider to view the ballots and compromising privacy. There is also little to prevent the server from creating any ballot desired, encrypting it, and sending it as the voter’s.

Another privacy problem allows the LEO to determine individual voter selections. The LEO may request the updated list of votes so frequently that at most one new voter has been added to the ballot list. The LEO can easily determine that the new vote must belong to the one new name, independent of the ordering of the ballots and names.
4.6 EVOX with Multiple Administrators

An electronic system with multiple administrators is described in [3]. This system extends the EVOX voting system designed by researchers at MIT’s Laboratory for Computer Science as an implementation of a scheme proposed by Fujioka, Okamoto, and Ohta. This system addresses DRE systems with potential for remote voting.
The multiple administrator EVOX system functions basically as follows. A voting client communicates with several servers: one manager and several administrators. The client initially authenticates itself to the manager, which verifies that the client is a registered voter (and may refuse voters that have previously completed the voting process), determines the appropriate ballot, and transmits it to the client. The client then completes the ballot and begins the submittal procedure.

To ensure that a malicious administrator (server) does not alter a ballot, more than half of the administrator servers must digitally sign the encrypted, blinded ballot. It is assumed that the administrators are selected from groups with competing interests to eliminate the possibility of collusion. The voter sends a blinded  version of the ballot to each administrator, which then performs a blind signature. After the required number of administrators has signed the ballot, the client encrypts the signatures of the administrators used and has this list signed by the manager. Finally, upon receipt of the manager’s digital signature on the blinded ballot and list of administrators, the signed committed ballot, the unblinded ballot, and the commitment keys used are sent to the anonymizer for verification and processing. While the steps may seem complex, the only steps required of the user are password entry and the voting itself. The anonymizer waits until the election is complete, then it randomizes the list of ballots and transmits it to the tallying server. The tallying sever decrypts and counts all the ballots. The basic structure of the EVOX system with multiple administrators is shown in Figure 2.
One large drawback seen in this system is the lack of a secure channel for use with the anonymizer.  Also, some of the basic assumptions for the system are that a host machine will not explicitly maintain a record of the operations performed on them. This seems like a rather naïve assumption to make in elections with higher stakes.

5.  proposed system
The remote electronic voting system proposed is a combination of the EVOX system’s remote administrators,  the VoteHere’s system method of vote confirmation and public auditing, the SERVE public key scheme, and several additional components.  The reason to adopt such a relatively involved system for remote voting lies heavily on the perception of security from the voters and inherently easy insider attacks. While traditional voting systems offer no means of vote confirmation, most people trust poll site authorities to run a fair and sound election, while electronic systems illicit far more distrust. In addition to providing a framework that a voter would trust, our system should offer much stronger defenses against viruses and DoS attacks than other proposed systems.
[image: image2.wmf]The proposed system is composed of the following elements: a registration process, a CD and CD generating organization, voters’ personal computers, a modem pool, a managing server (manager), administrative servers (administrators), anonymizing server (anonymizer), a tallying server, and a commissioner server. A diagram showing the general layout is shown in Figure 3.
5.1 Registration

A remote electronic voting system is very similar to the absentee ballot system. As such, our system would require eligible voters to register with their LEO beforehand. This could be done in person or through the standard three-way mailing: a form is sent to the voter at his or her request, the voter signs the application, and the signed form is mailed back to the LEO so that the signature can be compared to the one on file at the LEO for authentication. 
This step is one of the more prohibitive ones in the absentee ballot system and the more costly with respect to time. The voter must be able to physically visit the local poll site before every election or have time for three mailings (form, signature, ballot). As a possible improvement, we suggest that such registration could be established for a set time period. Therefore, the setup process would only be completed once, but the remote voting materials would continue to be sent automatically. It would be the voter’s responsibility to notify the LEO of a change of address or similar change of status. The exact nature of this process requires social engineering and is outside the scope of this paper.
5.2 Bootable CD

[image: image3.wmf]To prevent virus attacks, the remote voting system is based on a bootable CD which would contain a complete, minimal operating system. The voter must be able to configure his or her computer to boot from a CD, insert the disk, and simply turn on the computer. Examples of such CDs can readily be found, such as the Ultimate Boot CD [14] which boots to run DOS programs, the Ultimate Boot CD for Windows [15] creates a well-known Windows XP environment, and KNOPPIX [16] uses Linux, among others.  Since the operating system and the voting program are completely contained on a static CD, the hard disk drives would not be initialized when the voter’s computer boots. This prevents any viruses that could be installed on the computer from tampering with the voting system.

A bootable CD would be mailed to each voter several weeks prior to each election, just as absentee ballots are currently, and there should exist a firm date by which time the CD should arrive.  Existing regulations and penalties for tampering with mailed absentee ballots could be modified to cover the CDs as well.  The voters would have several weeks to use the CD to cast a ballot, with the final date to vote as the Saturday immediately before the Tuesday election. This allows the LEO time to adjust the local voter lists, preventing those that voted with the remote system from also voting in person on election day. Use of a several week window would allow time to troubleshoot possible technical problems and reduce the workload on the voting system’s servers.
The CDs would be produced by a government group separate from that which will receive ballots. To simplify production, only one version of the CD would need to be generated. It would contain the operating system, hardware drivers, and data for all ballots from participating voting districts.  

The group creating the CDs would also generate a list of unique IDs and an RSA key pair for each ID. Encoded within the ID is the voting district for which the ID is valid. The group would assign an ID to each voter in the system according to their registered district, and mail the ID and private key along with the CD. Upon entering the ID in the voting program, the program would use the ID to identify the voter’s district and generate the appropriate ballot from the data stored on the CD. The list of IDs and public keys, and not the names associated with them, would be sent to the voting authentication server. Only the group responsible for generating and sending the CDs would have a list of the names and the associated IDs and keys. All software on the CD would also be open source, allowing any interested party to scrutinize the system.
No predetermined user IDs or passwords would be used in this voting system. It is felt that such precautions add complexity to the system, increase the occurrence of technical difficulty (the authors have personally witnessed how many people forget login names and passwords used daily at work after a short winter holiday, and fear how few people could recall a password as infrequently as every election day) , and provides no additional security functions. In the current paper absentee ballot system, authentication resides mostly in that the ballot was sent to a specific address, and that address was given during a secure process described previously. Mailing CDs to given addresses is just as secure. A login name and ID can be passed along to a vote buyer as easily as a paper ballot, if not more so, and thus would not serve to authenticate the human entering the information.  

Additionally, if a voter who was registered for remote voting did not receive a CD by the specified date, the voter could contact the LEO prior to the election and report this. Upon verification of the caller’s identification, the old key could be cancelled and a new CD and key sent. Any attempt to use the old key would be blocked and flagged for investigation. If the old key was already used to vote, the anonymizer (which holds the ballots as in the EVOX system) could remove the vote before separating the keys from the ballots prior to the shuffling step. 
As an alternative to mailing keys in the same package as the voting CD, each CD could be encoded with the key, so that the difficulty of vote buying would be somewhat increased by requiring the individual CDs instead of just the keys.

5.3 Modem Pool

The second main concept of the proposed remote voting system is to transmit the ballot via modem, not by the Internet. Modems are still commonly built into many laptops, exist in many desktop PCs currently, and can be purchased for very little money (one author actually made a penny by buying a $9.99 modem with a $10 mail-in rebate.)   
The voting servers would be reached through a modem pool to which the voting clients would connect to via a toll-free number.  Phone lines have the advantage that they exist in as many, if not more, locations than Internet access. Telecom companies could very easily and quickly block telephone numbers attempting denial of service attacks. Telephone numbers themselves are far more difficult to spoof than IP addresses, making DoS attacks traceable, and ensuring that the client voting applications dial and connect to the authentic server. 
Once the voter has booted his or her PC with the CD, the voting software will automatically prompt the user for the ID and private key (many computer users are used to entering long strings of characters during software installation, and this step should be acceptable to most users). The CD generates the ballot and leads the voter through the selections. The software should also confirm all choices prior to submitting the ballot. 
Once the ballot is completed and confirmed, the software blinds the ballot information (as per the VoteHere algorithm) and creates the partially unblinded scratch ticket. The numbers used are generated randomly by the voter’s software, so until the keys are transmitted, none of the voting servers has the ability to unblind the ballot.  If the voter wishes to confirm receipt of the ballot, the scratch ticket could be saved to a floppy disk, USB, printed, etc. This scratch ticket, as in the VoteHere system, would contain a list of each selection for each voted question, the column the voter chose to unblind, and the number shown. 

After generating the scratch ticket, the computer will dial into the modem pool. The modem pool will form a tunnel between the voter’s computer, and the various servers connected via a network to the modem pool. Note that this is a self-contained network and not a part of the Internet. 

To prevent the modem pool from associating ballot information with the voter, the voting software encrypts all messages to the voting servers with the servers’ public keys encoded on the CD.  Each message from the voter would then only need to be the encrypted message and a small header indicating to which server the message should be forwarded.  In passing on the message to the server network, the modem pool would attach a nonce to the message. This nonce would be returned by the server so that the modem pool would know which connection to send the reply to.  The body of the servers’ responses would be encrypted with the voter’s public key.
5.4 Administrators

The order of messages is similar to that sent in the EVOX system with multiple administrators. Each administrator server in the new system must maintain a list of voter IDs and public keys.  There is virtually no overhead involved in pushing authentication (verifying that the ID exists in the list and has not yet been used) to the administration servers.
The messages, displayed in Figure 4, work as follows. Assume there are n administrators, and i represents any administrator in the range 1 to n. The voter’s computer generates i pairs of nonces to be used in blind commitments. Call each pair k1,i and k2,i. As discussed in the previous section, the software creates a blind commitment for each administrator: 
H(k1,i, k2,i, B).
Above, B represents the blinded ballot. To each administrator is sent the message:

EKAi+(V, EKV-( H(k1,i, k2,i, B), k2,i))
[image: image4.wmf] Encrypting by the administrator’s public key ensures confidentiality. V represents the voter’s unique ID number on file, allowing the administrator to select the correct public key for decryption.  The message encrypted by the voter’s private key is the information required for a blind commitment of the completed ballot.  It should be noted that the voter could not simply hash the completed ballot. Any ballot has a relatively small, finite number of combinations of selections. Without hashing the random numbers in addition to the ballot, a malicious administrator could generate a hash of all combinations of ballot selections and compare them to the received ballot. Using this information it could decide to transmit the returned ticket normally or generate an invalid ticket in an attempt to invalidate the voter’s ballot. The random numbers assure that no two identically completed ballots generate an identical hash output. Therefore, a malicious administrator would have no information about the specific contents of the ballots.
If the voter’s identification V is valid, the administrator signs the ballot by generating the ticket

ET+(EKAi-(k2,i, H(k1,i, k2,i, B), D)))
Since the tallying server will have a list of the administrators’ public keys, it can verify that the tickets were generated by the correct servers. No hash of the message is used since the message itself is so short. General voter information is represented by D. For example, if a single server system was used for several districts, D could contain the district corresponding to the voter, or it could be used for the voter’s political party.  Note that this voter data will only be available (eventually) to the tallying server after the voter identification has been removed by the anonymizer. This will ensure that the anonymizer cannot selectively accept or reject ballots based on the voter information. This also provides a method of allowing the tallying server to verify the validity of the ballots without compromising the voter identification.
Finally, each administrator should maintain a list of which voter IDs have been used, and an administrator should only sign one ballot per ID. The list should be kept unordered and constantly shuffled to prevent any correlation in the arrival of the voter information. Although this list should be available for auditing purposes, it should not be arbitrarily available for access to prevent timing attacks. If a malicious insider queried the administrator list often enough, it could see voters added one at a time.

5.5 Manager

Upon receiving a digital signature from the majority of administrators, the voter generates a list of the administrators for a blind signature from the manager. The voting software concatenates this list with the k1,is used in the blind commitments with the administrators. Finally, this message is hashed and sent to the manager for a blind signature. The message transmitted is constructed as below.
EKM+(V, EV-( H(A||k1,1||…||k1,n)))

 The blind signature prevents the manager from knowing which administrators have signed the ballot. Therefore, the manager cannot accept or reject votes based on the particular list, and no collusion between the manager and the administrators is possible. Hashing the list with the keys used with the administrators allows the hash of lists with the same set of administrators to result in different values for each voter.  It also helps verify that the ticket supplied by the manager corresponds to this voter and wasn’t a replay of another voter’s manager ticket. 

The manager will also only sign one list per voter and will maintain a list of which voter IDs have been used. The manager should follow the same practices and procedures to handle the list as the administrators.  
The manager’s digital signature is required to prevent a voter from submitting multiple ballots.  Since only a majority of administrators is required, a malicious voter could get a blind commitment from every administrator and then reuse them in multiple submissions, such that the required number of signatures was included with each one. For example, in a system with three administrators, X, Y, and Z, the attacker could assemble a vote with signatures from X and Y, then Y and Z, then X and Z, and perhaps also X, Y, and Z.  
5.6 Anonymizer

When the manager’s signed ticket is received, the voting computer unblinds it. It creates a message for the anonymizer which contains (encrypted for the anonymizer) as plaintext the voter ID. Encrypted by the voter’s private key is the blinded ballot and the message to be passed to the tallying server. This message has the signed hash of the list of administrators used and their corresponding blinding keys (the ticket from the manager), the digital signatures from the administrators, the key to unblind the ballot, the k1,is, and the list of administrators used. The message is encrypted with the tallying server’s public key, so that the anonymizer does not have access to the ballot contents. The message is constructed as follows.

EKANON+(V, EKV-(B, EKT+( EKM-(H(A||k1,1||…||k1,n)),

EKT+(EKAn-(H(k1,1, k2,1, B), k2,1, D)), ... ,

EKT+(EKAn-(H(k1,n, k2,n, B), k2,n, D)),

kB, k1,1, ... k1,n, A))))

As with all messages sent from the voter to the servers, the message is first encrypted with the server’s public key for confidentiality. The voter ID is sent in plaintext, since there is no other convenient means for the server to determine the sender. The ID is used to look up the voter’s public key, and decrypting the message correctly produces authentication.

The voter IDs and blinded ballot contents may now be transferred (via physical medium) to a web server, allowing voters to verify that their ballot has been correctly received by the system, similar to VoteHere’s system.
At this point, the communication between the voter and the modem pool is finished, and the software disconnects. As complex as the message interaction is, none of it requires intervention by the voter, and many of the messages, with the notable exception of the last, are very short (a few hundred bits of payload). This allows the software user to spend the majority of the voting process’s time offline. The modem dials into the modem pool only after all the information is ready, followed by a short wait to transmit the messages and encrypt replies. The total amount of time spent connected should be a few minute at most. Such a paradigm has been used successfully by TurboTax in submitting federal and state tax returns in the United States [18].  Not only are many computer users familiar and comfortable with the system, but the small connection time makes efficient use of the modem pool’s resources.
Once the cut-off day for electronic voting is over, the anonymizer shuffles the ballot information via the verifiable mixing algorithm used by VoteHere. This information includes the plaintext blinded ballot and the encrypted information to be sent to the tallying server.
The anonymizer requires a list of potential voters and their public keys for decryption and authentication of the received ballots. It does not require keys of the manager, administrators, or tallying server. For added security, the anonymizing server may be duplicated, and naturally each anonymizer would have its own private and public key pair. The voting computer would simply encrypt and submit the final message multiple times.
5.7 Tallying Server

For each ballot cast, the tallying server receives the blinded ballot and an encrypted ticket containing the manager’s ticket, administrators’ tickets, and the keys necessary to unblind and verify all information. It first unblinds the ballot using the key kB, which had been generated by the voting software to originally blind the ballot. Next, it decrypts the administrators’ tickets based on the submitted list of servers used. It calculates the hash for each administrator from the plaintext ballot and the k1,i, k2,i pairs. Note that the k1,is came from the voter’s message, and the k2,is came from the administrators’ tickets. The new hashes calculated by the tallying server should match those sent in the administrators’ tickets. If an error occurs, the tallying server sends all ballot info to the commissioner server. The tallying server now has the information about which k1,is were hashed and then signed by the manager, ensuring that the manager’s ticket corresponds to this voter’s submittal without knowing the voter’s ID. 
If any other anomalies are detected, such as less than the required number of administrators signing the ballot, the administrator tickets did not belong to the administrators in the manager’s signed list, etc., the tallying server rejects the ballot and sends all relevant information to the commissioner server. If the general ballot information D is used, the tallying server may also verify that the ballot corresponds to the district specified in D, that the ballot was cast according to the political party specified in D, etc. Again, since this information was provided by the administrators, the tallying server does not need to know specifically who the voter is to perform the audit.  D was also encrypted with the tallying machine’s public key, so the information present in D passed unseen through the anonymizer.
If the ballot passes authentication, it is checked for correctness. From the VoteHere algorithm, the ballot consists of a list of selections for each question, and each selection corresponds to a random permutation of n numbers from 0 to n-1 to indicate a “no” vote, or a string of n copies of the same number for a “yes” vote.  The tallying server verifies that each question has at most the allowed number of “yes” lines. Otherwise, the ballot is rejected and sent to the commissioner. Once verified, the “no” lines are replace with 0’s and “yes” lines are replaces with 1’s. The ballots can now be counted and tallied, and the results can be displayed. Since this display depicts ballots with 0’s and 1’s, the ballots cannot be correlated directly to their forms in the blinded state (at which time the voter IDs were posted with them).  It is recommended that information be transferred to and from the tallying machine by physical media, so that at no point in time is it ever in direct communication with another computer, Since the tallying machine’s work is not done in real time  with respect to the voting, the large amount of decryption required poses no bottlenecks during the voting process.
Notice in this scheme that no single server has enough information to both decrypt the contests of the ballot and relate the ballot to the voter ID.  The anonymizer has the blinded ballot and the voter ID, but the randomly generated key to unblind the ballot is known only by the voters’ computers, and it is safely encrypted by the tallying machine’s public key. The tally machine has the key to unblind the ballots, but all of the voter IDs have been removed by the anonymizer, and any data required to validate the ballot was passed safely by the administrators. 
5.8 Comments on Implementation 
The scope of this system is to initially service interested overseas citizens and military personnel. Currently, this population is roughly 6,000,000. Should the system be expanded to cover the entire United States population, it must be able to handle over 300,000,000.
Most operating systems are installed from a single CD that contains drivers for vast amounts of hardware. The current absentee ballot systems show the feasibility of mailing confidential materials and establishing legal consequences of tampering with such a process.  It is perhaps necessary to briefly examine the hardware requirements from the voting server perspective to see if such a system is reasonable.

Assume that the average connection time of a voting PC to the voting authority’s modem pool is 5 minutes. With the relatively small amount of data transmitted, this time is largely server side latency.  This allows a single modem to service 12 voters per hour, and if 24 hour operation is assumed, 288 voters per day.  Let the CDs be available to all voters for 3 weeks, allowing a single modem to service roughly 6000 voters.

For the modem pool, eight modem PCI cards are readily available, and assume that a server accepts 5 PCI cards, for a total of 40 modems per server. Handling all oversees voters would then require 25 servers acting as modem pools. To handle the entire United States, 1,250 servers would be required.  Depending on the processing power of the remaining servers on the voting authority side, the number of modem pool servers per voting authority would vary, but it is certainly reasonable to assume that one voting authority would have several modem servers, indicating that there would need to be far fewer than 1250 primary sites (each site consisting of a commissioner, manager, several administrators, anonymizer, a tallying server, and the modem servers).

Naturally this is a rough estimate. In 2000, roughly 70% of the 280,000,000 citizens were registered to vote, and only about 60% of all citizens, registered or not, did vote [19].  Also, the amount of time per call should be grossly exaggerated above, since the expected amount of data sent and received can be done in only a few seconds with a standard 56 kbps modem. On the estimate’s pessimistic side, as anyone watching the nightly news on April 15th as tax returns become due will testify, a large portion of citizens procrastinate. The even workload assumed in the estimate is likely to be a (possibly exponential) ramp up until the cut-off time. Additionally, it is expected that redundant back-ups of all servers would be required, which would double or triple the hardware required.
As a final positive note, the amount of work required by the servers per voter should remain fairly static. The rate of increase in potential voters is relatively low.  Thus, since the amount of processing on the server side can be fairly well estimated, purchased hardware could have a relatively long life-span, perhaps over a decade, and the system would have low maintenance costs between elections.
6.  Conclusion
We have presented a proposed voting system that meets the requirements for secure voting systems described in Section 2 as well as, if not more so, the current voting system employed throughout the United States provide. Our system would allow an increased voter turnout of several demographics, such as overseas citizens, out-of-state college students, traveling businessmen, the disabled, and so on. In addition, our system provides for an increased voter confidence through several publicly accessible audit mechanisms. Furthermore, our system relies on off-the-shelf hardware and open source code and is easily scalable as the user base increases. 
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